Instructions for Security Questionnaire Deployment

Effective Monday 22 April 2007 DCPDS will require certain users to change their
Passwords and answer a Security questionnaire. The user will be able to select a different
security question if they do not want to use the default security question.

The following DCPDS users will be prompted to Change their password after first
logging into DCPDS on or after 22 April 2007.

1. Professional Accounts — These accounts always use Employee Name
(example: JOHN.DOE) and end with -MGR, -MGA, -MGP, -RMM, -RMB,
-COC, -COS, -COF, -COP, -COH, -CPG, -EEO, -NAF, -SES, -OTH, or -RSC.

2. Self-Service Accounts — (My Biz, My Workplace) the only users this will affect
are users who have never answered or received the Security Question
provided/selected when they first logged into DCPDS.

3. New users and all other users who have existing accounts and are logging into
DCPDS for the first time will be prompted to change their password and answer
the security question.

The following instructions use a Self Service (My Biz or My Workplace) account to
illustrate Logging On to DCPDS and answering the security question.

The next instruction will show you the process of Logging on after you have recently
reset your password and forgot what your new password is.

Example of Employee Logging into DCPDS
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OFFICIAL U.5. GOVERNMENT SYSTEM FOR AUTHORIZED USE ONLY
f " "WARNING * * " WARNING * * " WARNING * * * WARNING * * *
Unauthorized access to this US Government computer system and software is prohibited by Title 18, US
Code, Section 1030, "Fraud and Related Activity in connection with Computers.” Unauthorized use is a
felany, which is punishable by a $10,000 fine and up to ten years in jail. Do not discuss, enter, transfer,
process, or transmit data of greater sensitivity than sensitive-unclassified. Using this systern constitutes
consentto security testing and monitoring.
Privacy Act Statement
Authorities: 5 USC 301, Department Regulations; Title 5, USC Chapters 11,13, 28, 31, 33, 41, 43 51,
Purposes ® To authenticate the identity of individuals seeking access to their personnel data for
purposes of ensuring that only authorized persons may process applications and
wieww data pertaining to them
* To permit authorized individuals to view their data for purpose of verifying its accuracy
and to update the data when itis not current oris inaccurate
®* To audit user access to ensure that access is only granted to users that are
autharized access to the information.

Routine To a Federal, state, or local agency, as necessary and when the intended disclosure is for
Uses: a purpose compatible with the purpose forwhich the infarmation was collected, on
personnel and related matters involving the individual about whorm the information
perains.
Disclosure:  “oluntary. Failure to provide the regquested infarmation will result in a delay or termination
of your request Ifyour request is terminated, you will not be able to view and verify your
data and you will not be able to update your data via this website
b 5

Username [111-11-1111
Tip: Use hyphens inthe Username field it applicable
Password |eesesssses

(Login ) b
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Instructions for Security Questionnaire Deployment

Once the user logs in with an existing password or one that was supplied for new

accounts; the user will be taken to the below screen to change their password.
3
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€] Change Password - Microsoft Internet Explorer
i = T ielp
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fiddress |€| https: {fsylvestr.depds. cpms .osd.mil: B007 {08 _HTML fAppsChangePassward. jsp?returnlUn=APRSHOMEPAGERcancelliri=https 3% 2F 4 2F sylvestr. depds. cpms.asd . mil%3d v| Go

ORACLE

Change Password

*|ndicates Reguired Field
*Current Passwaord
@ TIP Passwords must: contain & minimum of nine characters; contain & mix of st least two lovwercase letters, two uppercase letters, twvo

numbers, and two special characters and be changed every 60 days. Example of Yalid Password: EMpg2315s

NOTE: Your user profile indicates that you have not selected a "Security Question’ and ‘Answer' for your user account. In order for you to reset your password
via the 'Forgot Your Password' link at a later date, these security iterns rust be stored in your user profile. Once information is entered, select the Apply'

hutton to proceed into the application

=Security Question | What is your favarite color

*Angwer

Work Email Address (optional)
@ TIP Atthough \Wwork Email Sddress iz optional, in order to take full advantage of the Self Service spplication (e, Self Service notifications), you

are strongly encouraged to provide your work email address
Cancel Annly

The user enters his old and new password and will have the following five choices to use

for the Security Question.

wSecurty Question What is your favonte color
whAncwer

YWhat is your favorite color
YWhat 15 your mother's maiden name

| Address (optional)  ywhat is your city of birth
] il g ]

What was your first car
What is the name of your favorite pet ¥Ork of

The users select the question and give his/her answer to the question.
Users must remember the answer to the question.
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Instructions for Security Questionnaire Deployment

Follow the below procedures if you forget your password to DCPDS

Favotites b

e Back - '\-.vJ B @ :’h ):) Search ‘bj\Lr Favorites {‘3 E,::(: - :i\? B [ ] ﬁ
Address |@ https:/fsylvestr, dopds .cpms,osd.mil: 800704 _HTML AppsLocalLogin.jsp v| Go Links >
- N S|

OFFICIAL U.S. GOWVERNMENT SYSTEM FOR AUTHORIZED USE ONLY

' *WARNING ' * " WARNING ' * ' WARNING * * * WARNING * * *
Unauthorized access to this US Government cormputer system and software s prohibited by Title 18, US
Code, Section 1030, "Fraud and Related Activity in connection with Computers” Unauthorized use is a
felony, which is punishahble by a $10,000 fing and up to ten years in jail. Do not discuss, enter, transfer,
process, of transmit data of greater sensitivity than sensitive-unclassified. Using this systern constitutes
consentto security testing and manitaring
Privacy Act Statement
Authorities: & USE 301, Department Regulations; Title 5, USC Chapters 11, 13, 29, 31, 33, 41, 43, 51,
53,55 61,63,72,75, 83, and 99; and Executive Order 9397,

Purpnsss: ® To authenticate the identity of individuals seeking access to their personnel data for

purposes of ensuring that only authaorized persons may process applications and

view data pertaining to thern.

® To permit authorized individuals to view their data for purpose of verifying its accuracy
and to update the data when it is not current or is inaccurate.
® To audit user access to ensure that access is only granted to users that are
authorized access to the information.

Routing To a Federal, state, or local agency, as necessary and when the intended disclosure is for

Lses: a purpose compatible with the purpose for which the information was collected, on
personnel and related matters involving the individual about whaom the infarmation
pertains.

Disclosure:  Woluntary. Failure to provide the requested information will resultin a delay of termination
of your request. fyour request is terminated, you will not be able to view and verify your
data and you will not he able to update your data via this website.

e 4

Usernarms  [111-11-1111
Tip: Use hyphens in the Username field if spplicable
FPassward |

| Login
@TIP Forgot your password?
Introducing My Biz and hy YWorkplace

|

Click on Forgot your password and you will be taken to the following screen.

rosoft Internet Explorer

ik 5 F v
- & " o i A . B -
Qw - © WA Por frroee @3- 2 @ &
address |@ https:{syhvestr dopds.cpms.osd . mil: B00F04_HTMLICA Jsp?0AFune=LIMY_FORGOT_PWOR_H=40053941 1fnapr=0 V| Go Links >

Home Preferences

Reset Password
Please fill in all fields then press Proceed to continue.

* User Mame
(Hirt: Same a= your log in screen User Name)

* SSNAN Employee 1D Mumber

Tip: Use hyphens in the SSMLM Employee D
Mumber figld it applicab

= Date Of Birth
(example: 15-Apr-2007)
= Security Question |Wha1 is your favorite color V|

Tip: Ensure you select the security gquestion you
previously established and be advized the

Passwords rmust: contain a
minimum of nine characters; contain

anzwer to your securty question must he a mix of at least two lowercase
angwered exactly a3 you saved t(ie., spaces). letters, two uppercase |etters, two
= Angwer numhbers, and two special
characters and be changed every 60
* Mew Password days. Example of Valid Password:
= Serify Mew Password Etpu23%a
Work Email address (optional)

Tip: Athough York Emsil Address is optional, in
order to take full advantage of the Self Service
application (i.e., Self Service notifications), you
are strongly encoursged to provide your work

email address.

Proceed

Home | Preferences
Copyright () 2005, Oracle. Al rights reserved. Dracle Privacy Statemert
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Instructions for Security Questionnaire Deployment

Enter information

Reset your password page - Microsoft Internet Explorer

ar

Qe - © - ] B @ ) search 7 Faverites {7 - :;f, - IRk

Address |E https:/jsylvestr. depds.cpms.osd.mil:B007/08_HTMLIOA. jsp?OAFUNC=UMY_FORGOT_PWDE._ti=49053941 18&napc=5 V| Go | Links >

Home Preferences

Reset Password
Please fill in all fields then press Proceed to continue.

* Lser Mame
(Hirt: Same &5 your log in screen User Name).

* SSN/LN Employee D Murmber |«
Tip: Use hyphens in the SSLKN Employee ID
Mumber figld it applicsl

= Date Of Birth  |17-Mar-1983

(example: 18-2pr-2007)
= Security Question |Whal is your favorite color vl
Tip: Ensure you select the security question you
previously established and be advized the minimum of nine characters, contain
answwer to your security guestion must be a mix of at least two lowercase
anzwered exactly a3 you saved (e, spaces). letters, two uppercase letters, two
* Answer |Fed numhbers, and two special
characters and be changed every 60
- days. Example of Valid Passwaord:
= Etpy2315a

Passwards must: cantain a

s Mew Passward  |e

= Yerify Mew Password  |e

Waork Email address (optional) | Jan mckin@us army . mil
Tip: &lthough ¥ork Email Address is optional, in
order to take full advantage of the Self Service
application (2., Self Service notifications), you
are strongly encouraged to provide your work
amail address.

_Proceed

Home | Preferences

Copyright (c) 2005, Oracle. All rights reserved. Qracle Privacy Statement
&) = @ Internet

Then click Proceed

e Edit ) s Help 3
e Back ~ -\) B @ \/b p Search *Favnntes &« B- :,\; B I::J ﬁ
address [&] https:fsylvestr. dopds .cpms.asd.mil: 800706 _HTMLJOA. jsp?page={ctrdadhr foraclej appsfFndjurmxipa: rdfiebUi]CivForgotPa: rdPGE,_rimO_te73935977 7&napc=2 ¥ | Go | Links >
ORACLE Home Preferences

Confirmation
Your password has been reset successfully.

Press OK to continue to login page.
Ok

Home | Preferences
Copyright (c) 2005, Oracle. &1l rights reserved Oracle Privacy Statemert

€] 2 & Internet

After you click OK the system will take you to Navigation Screen.
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