SYSTEM ACCESSNOMINATION AND AUTHORIZATION REQUEST (SANAR)

Army Civilian Personnel Systems
Privacy Act Statement

AUTHORITY: Public Law 99-474, the Counterfeit Access Device and Computer Fraud and Abuse Act of 1984, authorizes collection of this information.
PURPOSE AND USE: The information will be used to verify that you are an authorized user of a U.S. Department of the Army civilian personnel
automated information system (AlS) and/or to verify completion of your government personnel security investigation. Although disclosure of the
information is voluntary, failure to provide the information may impede or prevent the processing of your SANAR.
DISCLOSURE: Disclosure of records of the information contained therein may be specifically disclosed outside the Department of Defense (DOD)
according to the Blanket Routine Uses set at the beginning of the compilation of systems of records, published annually in the Federal Register, and the
disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act.

PART | (To be completed by the Nominee for access[i.e., by the User] with Information Assurance Officer assistance.)
1. User ID (If known or already established): 2. Submission Date:
3. Name (Last, First, Middle, Title or Rank): 4. Expiration Date (for access requirement):

5. Action or Access Required (Continue on separate sheet if needed and identify attachments, if any.):

Complete the Items 6 through 11 below only if thisis an initial request for an account or if the information previously provided has changed.

6. Social Security Number: 7. Date of Birth:

8. Phone (DSN): 9. IP Address (or address range):
(Commercial):

10. Mailing Address (duty): 11. E-Mail Address:

12. STATEMENT OF ACCOUNTABILITY: | understand my obligation to protect my password. | assume responsibility for the data and
system to which | am granted access, in accordance with applicable policy and guidance. | will not exceed my authorized access, and will report changesin
my need to know authorization, employment or duty status, or security status immediately to my Information Assurance Security Officer (IASO). | have
completeeczjd security training and have read, signed, and agreed to comply with provisions of the Security Features User's Guide (SFUG) for the systems
requested.

Nominee's Signature: X Date:

PART Il (To becompleted by Federal government Supervisor or Manager of the Nominee or User.)

13. Sensitivity of Duties that Require Access (Senditive designation is reserved for certain security, system administration, and maintenance duties.):
] NONSENSITIVE or SENSITIVE: ] ADPII (Noncritical-sensitive) | ADP | (Critical-sensitive)

14. Organization:

15. Supervisor's Name and Title: 16. Supervisor's Phone:

17.VERIFICATION OF NEED TO KNOW: (The verifier of need to know must be a government errpl(%/ee: the supervisor, for a
government employed nominee; or the Federal government manager or sponsor, for a non-gover nment-employed nominee.)

| have reviewed the information contained in this request. | certify that this nominee requires access as requested in the performance of his’her job function.
| also certify the designation of this nominee's ADP position sensitivity, in accordance with AR 380-67 and AR 380-19, and compliance with citizenship
provisions identified in those regulations for sensitive (ADP Il and ADP [) positions. | will assure that changes in this nominee's need to know
authorization, duty or employment status, or security status are promptly reported to the nominee's IASO.

Supervisor’'s Signature: X Date:

PART |11 (To be completed by nominee's Security Manager, and isrequired only if this requestsinitial issuance of the account, the
previously reported investigation status has changed or expired, or the sensitivity reported in Item 13 has increased.)

18. Investigation Type and Status (NACI, BI, SBlI, etc.): 19. Investigation Completion Date:

20. Security Manager's Name: 21. Security Manager's Phone:

22. INVESTIGATION VERIFICATION: (The verifier of the security investigation must be authorized by the government to
verify thisinformation, either as duties assigned to a Federal position or under provisions of a contract with the government.)

| verify that the nominee has been subject of a favorably adjudicated personnel security investigation, which meets the position sensitivity requirements
(stated in DoDD 5200.2, DoD Personnel Security Program, 9 April 1999) for the sensitivity indicated in Item 13, and which has not expired.

Security Manager’s Signature: X Date:
PART |V (To becompleted by nominee's organization I nformation Assurance Security Officer.)
23. Organization IASO's Name: 24. Organization IASO's Phone:

25. Organization IASO’s E-mail:

26. ORGANIZATION IASO APPROVAL: | have reviewed this request and assure that the responsible individuals have correctly completed
their respective parts and the nominee has received initial training in secure and appropriate use of the account. | will ensure that the nominee receives
annual security training, monitor the security status of the nominee and account, and promptly report all incidents and changes to the designated installation
IASO or Information Assurance Manager.

Organization |IASO's Signature: X Date:
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SANAR Form Completion Instructions

Employees who require access to the personnel databases [such as: the Defense Civilian Personnel Data System
(DCPDS); the Civilian Servicing Unit (CSU); Army Regional Tools (ART); or the Civilian Personnel On-Line (CPOL)
Army One Portal] to accomplish work requirements, must first establish an Army Knowledge On-Line (AKO)
account. If the employee already has an AKO account, there is no need to attempt to create a second AKO
account. Please visit the AKO web site (https://www.us.army.mil) to create a new account and/or to verify that the
employee is able to successfully access AKO.

Part | — To be completed by the Nominee for access (e.q., by the employee requesting access)
Block 1: Leave blank.
Block 2: Current date.
Block 3: Full official name, position title, pay plan and grade or military rank.
Block 4: Leave blank.
Block 5: Enter “DCPDS Access for Personnel Actions”, and then indicate the level of access required:

a. Manager or Administrative level of access.

b. RPA requester — Enables the employee to create Requests for Personnel Action (RPAS) for the
organization.

c. RPA authorizer — Enables the employee to authorize RPAs for the organization. Typically only top
level supervisors have this ability.

d. Resource Management (RM) — If the employee works for an RM organization, please indicate if
they require access to the RM group box and/or if they will be creating RPAs for the employees
within RM.

e. OTA (ORACLE Training Administrator) — Enables the employee to update the personnel database
with completed training for the employees within the organization.

f.  Note any other access or abilities the employee requires within the personnel databases.

Block 6: Social security number is required to build new account.

Block 7: Date of birth is required to build new account.

Block 8: Commercial duty phone number, not home phone number. Be sure to include area code.

Block 9: Leave blank.

Block 10: Complete work address, not home address.

Block 11: AKO e-mail address (e.g., <AKO account name>@us.army.mil), not organization e-mail address
(e.g., <name>@usace.army.mil, or <name>@usarec.army.mil, or <name>@mepcom.army.mil, etc.)

Block 12: Nominee’s signature and date.

Part Il — To be completed by the Nominee’s Supervisor or Manager
Block 13: Most positions are "nonsensitive".
Blocks 14-16: Completed by employee's supervisor.
Block 17: Supervisor's signature and date.

Part 11l — To be completed by the Nominee’s local Security Manager
Blocks 18-21: Completed by local security manager.
Block 22: Local security manager's signature and date.

Part IV — To be completed by the Nominee’s local Information Assurance Security Officer (IASO).
Blocks 23-25: Completed by local IASO (usually someone in the local IM or DOIM organization).
Block 26: Local IASO's signature and date.

Mail completed forms to the SPD CPAC:

US Army Civilian Human Resources Agency

South Pacific Division, Civilian Personnel Advisory Center
ATTN: CHRA SPD CPAC (Personnel Systems Manager)
1325 J Street, Room 1450

Sacramento, CA 95814-2922

Note: We must receive the original form with original signatures before new accounts can be created. New
accounts are usually created within 1-2 weeks after the completed SANAR request form is received.

Questions on completing the SANAR form should be directed to the SPD CPAC Personnel Systems Manager.


https://www.us.army.mil/



